GMS 6806: Security and Privacy in Clinical Research (3 credit hours)
Fall 2023

LOCATION: HPNP G-105

CLASS HOURS: Mondays, 12:50pm to 3:50 pm

INSTRUCTORS:

Megan Gregory, PhD

CTRB Rm 3224

Phone: (352) 294-8126

Email: megan.gregory@ufl.edu

Jie Xu, PhD
CTRB Rm 3226
Phone: (435) 238-0199

Email: xujie@ufl.edu

COURSE OVERVIEW:

GMS 6806 provides students with an introduction to a wide range of concepts, policies, and techniques in
security and privacy (S&P) as they apply to biomedical and clinical research. Information security and data
privacy are essential components of biomedical and clinical research. It is imperative for students to
understand S&P rules and guidelines (e.g., the Health Insurance Portability and Accountability Act (HIPAA)
but also gain practical experience with technologies, tools, and approaches in dealing S&P issues thought out
the life cycle of a research project, from experimental design and data collection to data analysis to the
dissemination and archiving of valuable results. In this course, students are introduced to the broad
landscape of information security and data privacy for biomedical and clinical research: S&P related
regulations and guidelines in clinical research; basic concepts of computer security; security analysis of a
study’s security plan; best practices in secure data management (e.g., de-identification and encryption); and
state-of-the-art tools, methods, and approaches for the protection of information security and data privacy.

COURSE OBIJECTIVES:
The goals of the course are:
e To provide basic understanding of the role of information security and data privacy in biomedical and
clinical research.
e To familiarize students with basic principles of computer security (e.g., confidentiality, integrity, and
availability).
® To deepen students’ understanding of security principles in research data management.
To help students understand ethical and legal issues with dealing with biomedical and clinical data.
e Tointroduce the concepts of the Institutional Review Board (IRB) and its function in protecting
human subjects.
e To give students access to state-of-the-art tools, methods, and approaches for the protection of
information security and data privacy.
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TEXTBOOKS/READING MATERIALS:
Rinehart-Thompson LA. Introduction to Health Information Privacy and Security (2nd ed). 2018. Chicago, IL:
AHIMA Press. ISBN: 978-1-58426-588-7

Additional readings will be assigned each week, as specified in course schedule below.

OFFICE HOURS:
Office hours are by request. Please email the instructors for an appointment in advance. It is likely that we
can address the questions over email. However, if this is not possible, please make an appointment.

PREREQUISITES:
N/A

CLASS STRUCTURE:
Generally, we will start each class period with a lecture led by the instructors or a guest speaker. The second
part of the class will be a student-led discussion by an assigned discussion leader.

GRADE COMPOSITION:

Attendance and Participation: 5%
Discussion lead: 30%

Midterm (proposal and presentation): 25%
Final (report and presentation): 40%

Course project: During the course, you will choose one of the following options and will complete a proposal,
midterm presentation, technical report, and final presentation. You can complete this individually or
collaborate with other students as a team. However, each team can have up to two (2) members. Exceptions
can only be made with written explanation and subject to the instructor’s approval. And,please clearly
delineate roles and responsibilities of each team member. Your final grade of the course project will be
adjusted based on your contribution(e.g., merely presenting the project in the final presentation is NOT a
contribution)

OPTION 1: Practical project: Propose a study that uses at least two of the following activities as part of your
Methods. You are welcome to do this activity related to your research in your lab, but make sure it is
something you have not already done in the lab and new for this course, and you must not leverage work
your Pl or a labmate does.

Choose at least one of the following Methods for each subsection below to include in your project (and to
complete during the semester as part of your project):

Do at least one of the following:
® Runani2b2 query on your intended study sample

e Develop an informed consent and an authorization for PHI use/disclosure

AND



Also do at least one of the following:
e Submit an IDR data request (including the full process of obtaining IRB approval, and including the
information needed by IDR in the request portal; may include consulting with IDR if needed)
e Complete a UF risk assessment using the UF Integrated Risk Management System including a
workflow diagram that you develop (https://security.ufl.edu/resources/risk-assessment/)
e Run a model for federated learning/differential privacy

OPTION 2: Review paper: Students will be asked to conduct a systematic review of papers relevant to specific
area of the course (e.g., data privacy with big data in healthcare applications), and write a technical report (or
a review paper). You are encouraged to come up novel ideas related to the course.

Project proposal requirements:
e Cover Page: Include title and list of team members.
® Abstract: Up to 1 page. Explain the motivation for the work to be accomplished.
e Project description: Up to five (5) pages, and please include the following:
o Specific Aims/Objectives
o Background and Significance
o o Approach/Research Design (preliminary data and analysis if applicable)
o Timeline
e Literature cited (no page limit); please follow the Vancouver style.
Proposals must use single column and single spacing; Arial or Times New Roman font; font size no smaller
than 11 point; tables and figure labels can be in 10 point; minimum 0.5 inch margins.

Midterm (proposal) presentation:
e Up to fifteen (15) slides and no more than 15 minutes of presentation with 10 minutes Q&A.
® Please send the slides to the instructor at least three (3) days in advance.

Each project team is expected to turn in a final project report, associated code and datasets (or reference to
used datasets if not able to share), completed documents (e.g., i2b2 report, informed consent and
authorization for HIPAA documents, IRB protocol/approval letter and IDR request correspondence, risk
assessment correspondence, model output, etc.) and a group presentation.

Project report requirements: the project report can be up to ten (10) pages (including references), and
please structure the report to include:
e Title (14 point typeface) and names of each team member
Abstract: no more than 250 words summarizing the project.
Introduction: a short background and objective(s) of the study.
Methods: design, setting, dataset, approaches, and main outcome measurements.
Results: key findings
Discussion: key conclusions with direct reference to the implications of the methods and/or results.
References: please follow Vancouver style.
Appendices: Completed materials listed in “completed documents” above

Final project presentation:



e Up to fifteen (25) slides and no more than 25 minutes of presentation with 10 minutes Q&A.
e Please send the slides to the instructor at least three (3) days in advance.

Student led discussion: Students will be required to select a class for which they will act as the discussion
leader on the assigned topic for that day. Discussion leaders have the responsibility of facilitating discussion
by helping to summarize, compare/contrast, integrate, and consider the practical or research implications of
the assigned readings. Discussion leaders should plan ahead by forming their own questions and creating
activities, debates, and so forth to facilitate meaningful class discussion. Discussion leaders should also find
and discuss a recent news article on the topic (ex: https://www.nytimes.com/2023/02/01/business/goodrx-

user-data-facebook-google.html) in order to inform the class of things that are relevant current events or

“hot off the press.” The overarching goal of class discussion should be to enhance knowledge of the subject,
as well as skill in communication and conceptualization.

You are not limited to any particular media outlet for identifying a relevant news article. However, please
recall that UF provides free subscriptions to The New York Times, The Economist, and Wall Street Journal to
students, if you choose to use one of these sources: https://businesslibrary.uflib.ufl.edu/wsj-nyt-economist

Participation: Students are expected to attend all classes. Students are expected to read all required
materials before class, having thoughtfully considered the implications and contributions of each reading
individually and collectively. Both the quantity and quality of student contributions will be evaluated.
Recommendations for effective class participation include (but are not limited to) the following: (1)
participate constructively by listening and posing questions or comments that elicit discussion; and (2)
contribute additional value to discussions by integrating material and playing devil’s advocate.

Attendance policy:

Class attendance is mandatory. Excused absences follow the criteria of the UF Graduate Catalogue (e.g.,
illness, serious family emergency, military obligations, religious holidays), and should be communicated to
the instructor prior to the missed class day when possible. UF rules require attendance during the first two
course sessions. Regardless of attendance, students are responsible for all material presented in class and
meeting the scheduled due dates for class assignments. Finally, students should read the assigned readings
prior to the class meetings, and be prepared to discuss the material for each session.

This course is in person with limited support for virtual and hybrid options. Occasional exceptions may be
made on a case-by-case basis in consultation with the instructors. Please contact the instructors at least one
business day in advance of class (unless an emergency) if you have an extenuating circumstance that
prohibits you from being able to attend class in person on a given date.

Statement on the Use of ChatGPT

ChatGPT is a conversational artificial intelligence (Al) that uses a natural language processing (NLP) model by
OpenAl. ChatGPT’s language model was trained using billions of words and phrases collected from the
internet, and it can generate responses in a conversational “thread” and take previous prompts or
instructions into account. However, ChatGPT is far from perfect, and is not an effective tool for certain types
of tasks. We highly encourage you to read more about how ChatGPT works and the strengths and
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weaknesses of ChatGPT here https://citt.ufl.edu/services/learning-innovation--technology/artificial-

intelligence/chatgpt/ and here https://libguides.umn.edu/chatgpt.

In this course, ChatGPT or other Al language models may be used for brainstorming, but not for writing of any
type. If you are in doubt as to whether you are using Al language models appropriately in this course, we
encourage you to discuss your situation with us. You are responsible for fact checking statements composed
by Al language models, and for ensuring content does not violate intellectual property laws, or contain
misinformation or unethical content.

How to cite ChatGPT: https://www.scribbr.com/ai-tools/chatgpt-citations/

Grading Scale:
A 93-100%
A-90-92%

B+ 87-89%

B 83-86%

B- 80-82%
C+77-79%
C73-76%
C-70-72%

D+ 67-69%

D 63-66%

D- 60-62%
Failure 0-59%

University policy on accommodation students with disabilities: Students with disabilities requesting
accommodations should first register with the Disability Resource Center (352-392-8565,
www.dso.ufl.edu/drc/) by providing appropriate documentation. Once registered, students will receive an
accommodation letter which must be presented to the instructor when requesting accommodation. Students
with disabilities should follow this procedure as early as possible in the semester.

University policy on academic misconduct: Academic honesty and integrity are fundamental values of the
University community. Students should be sure that they understand the UF Student Honor Code at
http://www.dso.ufl.edu/students.php. You are expected and required to comply with the University’s
academic honesty policy (University of Florida Rules 6C1-4.017 Student Affairs: Academic Honesty Guidelines,
available at http://regulations.ufl.edu/chapter4/4017.pdf). Cheating, plagiarism, and other forms of
academic dishonesty will not be tolerated. Note that misrepresentation of the truth for academic gain (e.g.,
misrepresenting your personal circumstances to get special consideration) constitutes cheating under the
University of Florida Academic Honesty Guidelines

Communication courtesy: Some content and discussion of this class may be around hard topics that can be
sensitive, and individual experiences with, and opinions on, topics may be different. We respect diversity of
opinion and will not tolerate inappropriate behavior towards or comments at, or about, any individual in this
course. All members of the class are expected to follow rules of common courtesy in in-person class
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discussions, all email messages, threaded discussions, and chats. The first instance of clearly rude and/or
inappropriate behavior will result in a warning. The second instance will result in a deduction of five
percentage points from your overall grade. The third instance will result in a drop of a letter grade (A to B, A-
to B-, and so on). If at any time you feel emotional about, or would like to opt out of a discussion, you are
welcome to step out of class. You will not be penalized for doing so.

Course Evaluations

Students are expected to provide feedback on the quality of instruction in this course by completing online
evaluations at https://evaluations.ufl.edu. Evaluations are typically open during the last two or three weeks
of the semester, but students will be given specific times when they are open. Summary results of these
assessments are available to students at https://evaluations.ufl.edu/results/.

Diversity and Inclusivity

We consider this classroom to be a place where you will be treated with respect, and we welcome individuals
of all ages, backgrounds, beliefs, ethnicities, genders, gender identities, gender expressions, national origins,
religious affiliations, sexual orientations, ability — and other visible and nonvisible differences. All members of
this class are expected to contribute to a respectful, welcoming and inclusive environment for every other
member of the class.

Honesty Policy

UF students are bound by The Honor Pledge which states, “We, the members of the University of Florida
community, pledge to hold ourselves and our peers to the highest standards of honor and integrity by
abiding by the Honor Code. On all work submitted for credit by students at the University of Florida, the
following pledge is either required or implied: “On my honor, | have neither given nor received unauthorized
aid in doing this assignment.” The Conduct Code specifies a number of behaviors that are in violation of this
code and the possible sanctions. If you have any questions or concerns, please consult with the instructors.

In-Class Recording Policy

Students are allowed to record video or audio of class lectures. However, the purposes for which these
recordings may be used are strictly controlled. The only allowable purposes are (1) for personal educational
use, (2) in connection with a complaint to the university, or (3) as evidence in, or in preparation for, a criminal
or civil proceeding. All other purposes are prohibited. Specifically, students may not publish recorded lectures
without the written consent of the instructor.

A “class lecture” is an educational presentation intended to inform or teach enrolled students about a
particular subject, including any instructor-led discussions that form part of the presentation, and delivered
by any instructor hired or appointed by the University, or by a guest instructor, as part of a University of
Florida course. A class lecture does not include lab sessions, student presentations, clinical presentations
such as patient history, academic exercises involving solely student participation, assessments (quizzes, tests,
exams), field trips, private conversations between students in the class or between a student and the faculty
or lecturer during a class session. Publication without permission of the instructor is prohibited. To “publish”
means to share, transmit, circulate, distribute, or provide access to a recording, regardless of format or
medium, to another person (or persons), including but not limited to another student within the same class
section. Additionally, a recording, or transcript of a recording, is considered published if it is posted on or
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uploaded to, in whole or in part, any media platform, including but not limited to social media, book,

magazine, newspaper, leaflet, or third party note/tutoring services. A student who publishes a recording

without written consent may be subject to a civil cause of action instituted by a person injured by the

publication and/or discipline under UF Regulation 4.040 Student Honor Code and Student Conduct Code.

GETTING HELP:

For issues with technical difficulties for E-learning, please contact the UF Help Desk at:
¢ learning-support@ufl.edu

® (352) 392-HELP - select option 2

e https://lIss.at.ufl.edu/help.shtml

Topical Outline/Course Schedule (Tentative)
The course schedule is subject to change.

laws and HIPAA
Moore W, Frye S. Review of HIPAA, part 1: history,

Student discussion protected health information, and privacy and

security rules. Journal of nuclear medicine
leader: TBD Y

technology. 2019 Dec 1;47(4):269-72

Moore W, Frye S. Review of HIPAA, part 2:
limitations, rights, violations, and role for the imaging
technologist. Journal of nuclear medicine technology.
2020 Mar 1;48(1):17-23.

Guerrini CJ, Botkin JR, McGuire AL. Clarify the HIPAA
right of access to individuals’ research data. Nature
Biotechnology. 2019 Aug;37(8):850-2.

W | Date Topic Readings (Read before class) Instructor
ee
Aug Introduction and course | n/a Gregory
28 overview: information
security and data
privacy articulated,
examples, technology
landscape
2 | Sep4 | Labor Day - No class n/a n/a
3 | Sep 11 | History and context for | Samuel Warren and Louis Brandeis. The right to Gregory
security and privacy privacy. Harvard Law Review. 1890; V. IV, No. 5.
rules; What is Pll and
PHI; Intro to federal Textbook ch 1 (p. 3-9) & ch 2
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https://www.medprodisposal.com/20-catastrophic-

hipaa-violation-cases-to-open-your-eyes/

Sep 18

HIPAA: Privacy

Student discussion
leader: TBD

Textbook ch 3 (pp. 62-63, 73-81, 99-111)

Price WN 2nd, Cohen IG. Privacy in the age of medical
big data. Nat Med. 2019 Jan;25(1):37-43. doi:
10.1038/s41591-018-0272-7. Epub 2019 Jan 7. PMID:
30617331; PMCID: PMC6376961.

Gerke S, Rezaeikhonakdar D. Privacy aspects of
direct-to-consumer artificial intelligence/machine
learning health apps. Intelligence-Based Medicine.
2022 Jan

(Optional) FYI for those who do research in
reproductive health and adjacent areas:
https://www.hhs.gov/hipaa/for-

professionals/regulatory-initiatives/hipaa-

reproductive-health-fact-sheet/index.html

Gregory

Sep 25

HIPAA: Security,
Computer security:
Threat identification,
risk analysis

Student discussion
leader: TBD

Textbook ch 1 pp. 16-23, ch 4 (pp. 115-130), ch 5 (pp.
149-160, 166-172)

https://ocrportal.hhs.gov/ocr/breach/breach report.j

sf

Yaraghi N, Gopal RD. The role of HIPAA omnibus rules
in reducing the frequency of medical data breaches:
Insights from an empirical study. The Milbank
Quarterly. 2018 Mar;96(1):144-66.

Pencarrick Hertzman C, Meagher N, McGrail KM.
Privacy by Design at Population Data BC: a case study
describing the technical, administrative, and physical
controls for privacy-sensitive secondary use of
personal information for research in the public
interest. Journal of the American Medical Informatics
Association. 2013 Jan 1;20(1):25-8.

https://securityintelligence.com/articles/chatgpt-

confirms-data-breach/

https://it.ufl.edu/it-policies/information-
security/related-standards-and-documents/data-

classification-guidelines/

Gregory
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https://irm.ufl.edu/irm-toolkit/uf-data-storage-
solutions/

Oct 2

Ethics & Dual Use,
Genetic Data

Student discussion
leader: TBD

Horner J. Morality, ethics, and law: Introductory
concepts. In: Seminars in speech and language 2003
(Vol. 24, No. 04, pp. 263-274). Thieme Medical
Publishers, Inc.

Hudson KL, Holohan MK, Collins FS. Keeping pace
with the times—the Genetic Information
Nondiscrimination Act of 2008. New England Journal
of Medicine. 2008 Jun 19;358(25):2661-3.

McGuire AL, Beskow LM. Informed consent in
genomics and genetic research. Annual review of
genomics and human genetics. 2010 Sep 22;11:361-
81.

Christenhusz, G. M., Devriendt, K., & Dierickx, K.
2013. “To tell or not to tell? A systematic review of
ethical reflections on incidental findings arising in
genetics contexts.” European Journal of Human
Genetics, 21(3): 248-255.

Jarvik GP, Amendola LM, Berg JS, Brothers K, Clayton
EW, Chung W, Evans BJ, Evans JP, Fullerton SM,
Gallego CJ, Nanibaa’A G. Return of genomic results to
research participants: the floor, the ceiling, and the
choices in between. The American Journal of Human
Genetics. 2014 Jun 5;94(6):818-26.

Gregory

Oct9

Midterm Presentations

n/a

Gregory

Oct 16

IT Security Risk
Assessment Guest
Lecture

Student discussion
leader: TBD

Landwehr CE. Computer security. International
journal of information security. 2001 Aug;1(1):3-13.

Meingast M, Roosta T, Sastry S. Security and privacy
issues with health care information technology. In
2006 International Conference of the IEEE
Engineering in Medicine and Biology Society 2006
Aug 30 (pp. 5453-5458). |EEE.

Software security and risk assessment at UF:
https://security.ufl.edu/resources/risk-assessment/
and https://irm.ufl.edu/fast-path-solutions/ *

Xu/Guest
Lecture
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https://software.ufl.edu/software-listings/

https://security.ufl.edu/resources/risk-

assessment/creating-an-information-systemdata-

flow-diagram

Oct 23

De-identification Guest
Lecture

Student discussion
leader: TBD

https://irm.ufl.edu/irm-toolkit/how-to-de-identifying-

data/

https://www.immuta.com/blog/what-is-data-de-

identification/

https://healthitanalytics.com/features/exploring-

data-de-identification-in-healthcare

https://guides.library.jhu.edu/protecting identifiers/
de-id_steps

Xu/Guest
Lecture
(Khoa
Nguyen)

10

Oct 30

Re-identification

- Uniqueness Bounds
- Identifiability Bounds
- Record Linkage

Student discussion
leader: TBD

K. Benitez and B. Malin, “Evaluating re-identification
risks with respect to the HIPAA privacy rule,” J. Am.
Med. Inform. Assoc., vol. 17, no. 2, pp. 169-177, Mar-
Apr 2010.
https://academic.oup.com/jamia/article/17/2/169/8

09345?login=true

Grannis SJ, Overhage JM, McDonald CJ. Analysis of
identifier performance using a deterministic linkage
algorithm. InProceedings of the AMIA Symposium
2002 (p. 305). American Medical Informatics
Association.
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC224
4404/pdf/procamiasymp00001-0346.pdf

The AOL Search Log Case of 2006
https://en.wikipedia.org/wiki/AOL search log releas

e

Hospital Discharge Record Case
https://hcup-us.ahrq.gov/reports/final report.pdf

Xu

11

Nov 6

Computer Security

- Confidentiality,
integrity and availability
(CIA)

- Access Control Models
(Role-engineering)

Sandhu RS. Role-based access control. In Advances in
computers 1998 Jan 1 (Vol. 46, pp. 237-286). Elsevier.
chrome-
extension://efaidnbmnnnibpcajpcglclefindmkaj/https
://profsandhu.com/articles/advcom/a98rbac.pdf

Xu
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Student discussion
leader: TBD

Blobel B, Nordberg R, Davis JM, Pharow P. Modelling
privilege management and access control.
International Journal of Medical Informatics. 2006
Aug 1;75(8):597-623.

(Optional) Bacon J, Moody K, Yao W. A model of
OASIS role-based access control and its support for
active security. ACM Transactions on Information and
System Security (TISSEC). 2002 Nov 1;5(4):492-540.
https://dl.acm.org/doi/pdf/10.1145/581271.5812767
casa token=sS0iQv8gQgwAAAAA:Q2wFr EirBFZ-
KBWg4Mgi8sx 0KxTIm70 8ViXxPfWxSM7GkF4EzPOa
2B3LwIFEzZ9kmAVOE2MWTN

(Optional) Simons WW, Mandl KD, Kohane IS. The
PING personally controlled electronic medical record
system: technical architecture. Journal of the
American Medical Informatics Association. 2005 Jan
1;12(1):47-54.
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC543
826/

12

Nov
13

No class - AMIA

n/a

n/a

13

Nov
20

Achieving Formal
Privacy

-Null-Map, Wrong-Map,
K-Map, K-Anonymity
-Datafly Algorithm
-L-Diversity
-T-Closeness

Student discussion
leader: TBD

Sweeney L. Guaranteeing anonymity when sharing
medical data, the Datafly System. InProceedings of
the AMIA Annual Fall Symposium 1997 (p. 51).
American Medical Informatics Association.
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC223
3452/

Sweeney L. Achieving k-anonymity privacy protection
using generalization and suppression. International
Journal of Uncertainty, Fuzziness and Knowledge-
Based Systems. 2002 Oct;10(05):571-88.

chrome-
extension://efaidnbmnnnibpcajpcglclefindmkaj/https
://www.ics.uci.edu/~projects/295d/papers/achieving

-k-anonymity-privacy-protection-using-

generalization-and-suppression.pdf

Li N, Li T, Venkatasubramanian S. t-closeness: Privacy
beyond k-anonymity and |-diversity. In2007 IEEE 23rd
international conference on data engineering 2006
Apr 15 (pp. 106-115). IEEE.
https://ieeexplore.ieee.org/document/4221659
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